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Hangzhou DPtech Technologies Co., Ltd. provides full- range technical support. 

 

If you need any help, please contact Hangzhou DPtech Technologies Co., Ltd. and its sale agent, 

according to where you purchase their products. 
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Chapter1Product Introduction 

1.1  Product Introduction  

DPtech UTM2000 series products are innovatively adopted the “Multi-service parallel processing 

engine” technology, which performance is not influenced by the operated multi functions and  satisfied 

with the requirement of mixed threaten protection. It provide firewall, VPN, vulnerability protection, 

anti-virus, anti-spam mail, URL filtering and audit analysis function, which is the best option for the 

integrated security service. 

UTM2000 has high density interfaces satisfied with multi ISP redundant requirement and the high 

expandability can greatly reduce subsequently investment cost. It fit for the medium and small scale 

network exit and data center. 

1.2  Model and Specification 

Currently, DPtech UTM2000 unified threaten management contains the following̔ 

 ̧ UTM2000-MA-N  UTM2000-ME-N   UTM2000-MS-N   UTM2000-CS-N 

 ̧ UTM2000-GS-N   UTM2000-GM-N 

 ̧ UTM2000-CA-N 

 ̧ UTM2000-GA-N 

 ̧ UTM2000-GE-N   UTM2000-TS-N 

Model and specification of DPtech UTM2000 unified threaten management 

Item UTM2000-MA-

N 

UTM2000-ME-

N 

UTM2000-MS-

N 

UTM2000-CS-

N 

UTM2000-GS-N 

UTM2000-GM-

N 

UTM2000-CA-N 

 

UTM2000-GA-N UTM2000-GE-

N 

UTM2000-TS-N 

Dimension 

sizê W¦

D¦H̃ 

430mm×261mm×

44mm 

430mm×261mm×4

4mm 

300mm×165mm×44m

m 

430mm×470mm×44.4

mm 

436mm×470mm×8

8mm 

Weight 3.1kg 3.1kg 1.3kg 5.0kg 10kg 
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Item UTM2000-MA-

N 

UTM2000-ME-

N 

UTM2000-MS-

N 

UTM2000-CS-

N 

UTM2000-GS-N 

UTM2000-GM-

N 

UTM2000-CA-N 

 

UTM2000-GA-N UTM2000-GE-

N 

UTM2000-TS-N 

Memory 2GB 2GB 512MB 2GB 2GB 

CF card 1GB 1GB None 2GB 2GB 

Manageme

nt port 

1  Console port on the front panel of the 

device  

None 1 Console  port on the front of the device 

Front panel 

interface 

8*1000M electric 

interfaces 

6*1000M electric 

interfaces 

2*1000M optical 

interfaces  

7*1000M electric 

interfaces 

2*1000M optical 

interfaces  

 

8*1000Melectric 

interface 

6*1000Moptical 

interfaces  

14*1000Melectric 

interface 

12*1000Moptical 

interfaces  

2*10G optical 

interfaces  

USB port 1 *USB port on the front panel of the 

device 

1 *USB port on the 

front panel of the 

device 

1 *USB port on the front panel of the device 

Optical 

interface 

2 1 None 

Input AC 

voltage 

Rated voltage range:100V͘240V AC̕50/60Hz 

Input AC 

current 

0.5A 0.5A 1.5A 1.5A 4A 

Power 

input 

interface 

type and 

number 

1*AC power 

interface 

2*AC power 

interface 

1*AC power interface 

 

2*AC power interface 2*AC power 

interface 

Power 

supply 

max power 

54W 54W 12W 150W 300W 

Heat-remo

val system 

Adopts 2 fans to 

dissipate heat for 

Adopts 3 fans to 

dissipate heat for 

None Adopts 3 fans to 

dissipate heat for the 

Adopts 4 fans to 

dissipate heat for 
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Item UTM2000-MA-

N 

UTM2000-ME-

N 

UTM2000-MS-

N 

UTM2000-CS-

N 

UTM2000-GS-N 

UTM2000-GM-

N 

UTM2000-CA-N 

 

UTM2000-GA-N UTM2000-GE-

N 

UTM2000-TS-N 

the device the device device the device 

Working 

environme

nt 

temperatur

e  

0Ņ͘45Ņ 

Working 

altitude 

height 

-60m͘4km 

Work 

environme

nt relative 

humidity(n

on-conden

sation 

10%͘95% 
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1.3  Front and Rear Panel Introduction 

1.3.1  UTM2000-MA-N/UTM2000-ME-N/UTM2000-MS-N/UTM2000-CS-N product 

appearance 

1. Front view 

 

(1) 10/100/1000M Ethernet electric interface  (2) CONSOLE configuration port 

(3) System run LED (RUN) (4) Power LED (POWER) 

(5) Slot LED (0) (6) Slot LED (1) 

(7) 10/100/1000M Ethernet electric interface  

LED 
(8) USB port 

Figure1-1 UTM2000-MA-N/UTM2000-ME-N/UTM2000-MS-N/UTM2000-CS-N front view 

 

(3)
(4)
(5)

(7)

(6)

 

 LED Status  Description 

(3) System run LED (RUN) Off Means no power inputted or single board is not working 

On Means the system is not working normally 

Slow 

flashing(1

Hz) 

Means the single board is working as your configuration, which is 

in normal working status 
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 LED Status  Description 

Fast 

flashing(8

Hz) 

Means the system is loading software or single board is initiating  

(4) Power LED (PWR) Off Means the power supply is not working normally 

On Means the power supply is working normally 

(5) Slot LED (0) Off Means slot 0 isn’t inserted recognizable module or the inserted 

module is failure 

On Means the module in slot 0 is failure 

Slow 

flashing(1

Hz) 

Means the module in slot 0 is running as your configuration, 

which is in normally working status 

Fast 

flashing(8

Hz) 

Means the module in slot 0 is loading software or the single board 

is initiating  

(6) Slot LED (1) Off Means slot 1 isn’t inserted recognizable module or the inserted 

module is failure 

On Means the module in slot 1 is failure  

Slow 

flashing(1

Hz) 

Means slot 1 module is running as your configuration, which is 

normally working status 

Fast 

flashing(8

Hz) 

Means slot 1 module is loading software or single board is 

initiating 

(7) 10/100/1000M Ethernet 

electric interface  LED 

Off Means GE electric interface is in disconnection status 

Blinking Means GE electric interface is sending and receiving data 

On Means GE electric interface is in connection status 
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Figure1-2 UTM2000-MA-N/UTM2000-ME-N/UTM2000-MS-N/UTM2000-CS-N front panel LED 

2. Rear view 

(1)

(2)

(3)
 

(1) Grounding identification (2) Grounding terminal 

(3) AC power socket  

Figure1-3 UTM2000-MA-N/UTM2000-ME-N/UTM2000-MS-N/UTM2000-CS-NRear view 

1.3.2  UTM2000-GS-N/UTM2000-GM-N product appearance 

1. Front view 

(1) (2) (3)

(4)

(5)
(6)

(7)

(8) (9) (10)

 

(1) 1000M Ethernet optical interface (2) 10/100/1000M Ethernet electric interface  

(3) CONSOLE configuration port (4) System run LED (RUN) 

(5) Power LED (PWR0) (6) Power LED (PWR1) 

(7) Slot LED (SLOT) (8) 1000M Ethernet optical interface LED 

(9) 10/100/1000M Ethernet electric interface  

LED 
(10) USB interface 

Figure1-4 UTM2000-GS-N/UTM2000-GM-N front view 

(4)

(5)
(6)

(7)

(8) (9)

 

 LED Status Description 

(4) System run LED (RUN) Off Means no power inputted or single board is not working 
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 LED Status Description 

On Means the system is not working normally 

Slow 

flashing(1

Hz) 

Means the single board is running as your configuration, which is 

in normally working status 

Fast 

flashing(8

Hz) 

Means the system is loading software or single board is initiating 

(5) Power LED (PWR0) Off Means power 0 is not working normally 

On Means the power 0 is not working normally 

(6) Power LED (PWR1) Off Means the power 1 is not working normally 

On Means the power 1 is working normally 

(7) Slot LED (SLOT) Off Means the slot isn’t’ inserted recognizable module or the inserted 

module is failure 

On Means the inserted module  is failure  

Slow 

flashing(1

Hz) 

Means the module inserted in the slot is working as your 

configuration, which is normal working status 

Fast 

flashing(8

Hz) 

Means the module in the slot is loading software or single board is 

initiating 

(8) 1000M Ethernet optical 

interface LED 

Off Means GE optical interface is in disconnection status 

Means GE optical interface is in disconnection status 

Blinking Means GE optical interface is sending and receiving data 

Means GE optical interface is sending and receiving data 

On Means GE optical interface is in connection status 

Means GE optical interface is in connection status 

(9) 10/100/1000M Ethernet 

electric interface  LED 

Off Means GE electric interface is in disconnection status 

Means GE electric interface is in disconnection status 

Blinking Means GE electric interface is sending and receiving data 

Means GE electric interface is sending and receiving data 

On Means GE electric interface is in connection status 

Means GE electric interface is in connection status 
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Figure1-5 UTM2000-GS-N/UTM2000-GM-N front panel LED 

2. Rear view 

(1)(2)

 

(1) AC power socket (2) Grounding terminal 

Figure1-6 UTM2000-GS-N/UTM2000-GM-NRear view 

1.3.3  UTM2000-CA-N product appearance 

1. Front view 

UTM2000-CA-N

 

(1) 10/100/1000M Ethernet electric interface (0) (2) 1000M  Ethernet optical interface(7) 

(3) 1000M  Ethernet optical interface LED(8) (4) 1000M  Ethernet optical interface LED(7) 

(5) 1000M  Ethernet optical interface(8) (6) Power LED (PWR) 

(7) System run LED (RUN) 
(8) 10/100/1000M Ethernet electric interface  

LED(0) 

Figure1-7 UTM2000-CA-N front view 

UTM2000-CA-N
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 LED Status Description 

(3) 1000M Ethernet optical 

interface LED(8) 

On Means optical interface 8 is in connection status 

Blinking Means optical interface 8 is sending and receiving data 

Off Means optical interface 8 is in disconnection status 

(4) 1000M Ethernet optical 

interface LED(7) 

On Means optical interface 7 is in connection status 

Blinking Means optical interface 7 is sending and receiving data 

Off Means optical interface 7 is in disconnection status 

(6) Power LED (PWR) 

 

On Means the power supply is normally working 

Off Means the power supply is not working  

(7) System run LED (RUN) On Means the single board is not working  

Slow 

flashing(1

Hz) 

Means the single board is working as your configuration, which is 

in normal working status 

Fast 

flashing(8

Hz) 

Means the system is loading software or the single board is 

initiating 

Off Means no power input or the system is not working 

(8) 10//100/1000M Ethernet 

electric interface  LED(0)  

On Means GE electric interface 0 is in disconnection status 

Blinking Means GE electric interface 0 is sending and receiving data 

Off Means GE electric interface 0 is in disconnection status 
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Figure1-8 UTM2000-CA-N front panel LED 

2. Rear view 

(1) (2) (3)

(4)

(5)

 

(1) USB port 

(2) RST button 1͘5S reset system 

   5S button above  factory default 

settings 

(3) Power socket (4) Grounding identification 

(5) Grounding terminal  

Figure1-9 UTM2000-CA-NRear view 

 

1.3.4  UTM2000-GA-N product appearance 

1. Front view 

 

(1) (2) (3) (4) (5) (6)

(12)(11)(10) (14) (15)(9)(8) (13)

(7)

 

 

(1) 10/100/1000M Ethernet electric interface  (2) 1000M Ethernet optical interface 

(3) LCD display (4) CONSOLE configuration port 

(5) USB  
(6) 10/100/1000M Ethernet electric interface 

( 0/0) 
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(7) 10/100/1000M Ethernet electric interface  

(0/1) 

(8) 10/100/1000M Ethernet electric interface  

LED 

(9) 1000M Ethernet optical interface LED (10) System run LED (RUN) 

(11) System alarm LED(ALM) (12) Power LED (PWR) 

(13) 10/100/ 1000M Ethernet electric interface  

LED(0/0) 

(14) 10/100/1000M Ethernet electric interface  

LED(0/ 1) 

Figure1-10 UTM2000-GA-N front view 

 

(12)(11)(10) (15)(9)(8) (14)

 

 LED Status  Description 

(8) 10/100/1000M Ethernet 

electric interface  LED(Green) 

On Means GE electric interface is in connection status 

Blinking Means GE electric interface is sending and receiving data 

Off Means GE electric interface is in disconnection status 

(9) 1000M Ethernet optical 

interface LED(Green) 

On Means GE optical interface is in connection status 

Blinking Means GE optical interface is sending and receiving data 

Off Means GE optical interface is in disconnection status 

(10)System run LED 

(RUN)(Green) 

Off Means no power inputted or the single board is not working  

Slow 

flashing(1

Hz) 

Means single board is running as your configuration, which is in 

normal working status 

Fast 

flashing(8

Hz) 

Means the system is loading software or single board is initiating 

(11) System alarm 

LED(ALM) (Red) 

On Means the system is alarming 

Off Means the system is working normally 

Fast 

flashing(8

Means the system is not working  



 
DPtech UTM2000 Series Unified Threaten Management 

Installation Manual 
 

 

Chapter 1 Product Introduction 1-12 

 

 LED Status  Description 

Hz) 

(12) Power LED 

(PWR)(Green) 

On Means the power supply working normally 

Off Means the power supply is absent 

Fast 

flashing(8

Hz) 

Means the power supply is failure  

(13) 10/100/1000M Ethernet 

electric interface  LED(Green) 

(0/0) 

On Means GE electric interface is in connection status 

Blinking Means GE electric interface is sending and receiving data 

Off Means GE electric interface is in disconnection status 

(14) 10/100/1000M Ethernet 

electric interface  LED(Green) 

(0/1) 

On Means GE electric interface is in connection status 

Blinking Means GE electric interface is sending and receiving data 

Off Means GE electric interface is in disconnection status 

 

Figure1-11 UTM2000-GA-N front panel LED 

2. Rear view 

 

(1) AC power socket (2) Grounding terminal 
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Figure1-12 UTM2000-GA-NRear view 

1.3.5  UTM2000-GE-N/UTM2000-TS-N product appearance 

1.  front view 

 

(1) 10/100/1000M Ethernet electric interface  (2) 1000M Ethernet optical interface 

(3) LCD display  (4) CONSOLE configuration port 

(5) 10/100/1000M Ethernet electric interface  
(6) 10/100/1000M Ethernet electric interface  

LED 

(7) 1000M Ethernet optical interface LED (8) 10000M Ethernet optical interface 

(9) 10000M Ethernet optical interface LED (10) System run LED (RUN) 

(11)  LED(ALM) (12) Power LED (PWR0) 

(13) Power LED (PWR1) (14) USB port 

(15) 10/100/1000M Ethernet electric interface  

LED 
 

Figure1-13 UTM2000-GE-N/UTM2000-TS-N front view 

(6) (10) (15)(7) (11)(8) (13)(12)
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 LED Status Description 

(6) 10/100/1000M Ethernet 

electric interface  LED(Green) 

On Means GE electric interface is in connection status 

Blinking Means GE electric interface is sending and receiving data 

Off Means GE electric interface is in disconnection status 

(7) 1000M Ethernet optical 

interface LED(Green) 

On Means GE optical interface is in connection status 

Blinking Means GE optical interface is sending and receiving data 

Off Means GE optical interface is in disconnection status 

(8) 10000M Ethernet optical 

interface LED(Green) 

On Means 10GE optical interface is in connection status 

Blinking Means 10GE optical interface is sending and receiving data 

Off Means 10 GE optical interface is in disconnection status 

(10)System run LED 

(RUN)(Green) 

Off Means no power input or the single board is working normally 

Slow 

flashing(1

Hz) 

Means the single board is running as your configuration, which is 

in normal working status 

Fast 

flashing(8

Hz) 

Means the system is loading software or the single board is 

initiating 

(11) System alarm 

LED(ALM) (Red) 

On Means the system is alarming 

Off Means the system is working normally 

Fast 

flashing(8

Hz) 

Means the system is not working 

(12) Power LED 

(PWR0)(Green) 

On Means the power supply 0 is working normally 

Off Means the power 0 is absent 

Fast 

flashing(8

Hz) 

Mean the power 0 is failure 

(13) Power LED (PWR1) 

(Green) 

On Means the power 1 is normally working 

Off Means the power 1 is absent 

Fast 

flashing(8

Means the power 1 is failure 
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 LED Status Description 

Hz) 

(15) 10/100/1000M Ethernet 

electric interface  LED(Green) 

On Means GE interface is in connection status  

Blinking Means GE interface is sending and receiving data 

Off Means GE interface is in disconnection status 

Figure1-14 UTM2000-GE-N/UTM2000-TS-N front panel LED 

 ̧   Note: 

 ̧ DPtech UTM2000-GE-N/UTM2000-TS-N support 1+1 redundant power supply backup. 

 

2. Rear view 

(1)

(3)
(2)

 

(1) AC power socket(1) (2) AC power socket(2) 

(3) Grounding terminal  

Figure1-15 UTM2000-GE-N/UTM2000-TS-NRear view 

1.4  Port Introduction 

1.4.1  Console port 

On the front panel of UTM2000 series Ethernet switch, an RS232 port (CON) can be used to connect 

terminal PC to debug, configure, maintain, and manage system and to load software program on the host. 

Table1-1 console port properties  
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Table1-1 Console port properties 

 Properties   Description 

Connector type RJ45 

Interface standard RS232 

Baud rate 9600 bps (default) to 115200 bps 

Transmission distance Ů15m 

Services Connection to an ASCII terminal  

Connection to the serial interface of a local PC to run the terminal 

emulation program  

Command line interface (CLI) 

1.4.2  10/100/1000Base-T Ethernet electric interface  

1. 100M Ethernet electric interface properties 

Table1-2 100M Ethernet electric interface properties 

 Proper

ties 

 Description 

Connector type  RJ45 

Interface type MDI/MDIX self-adaption 

Supported frame format Ethernet_II 

Ethernet_SNAP 

Interface speed and 

negotiation  mode 

10Mbps, half/full duplex 

100Mbps, half/full duplex 

Media and max transmission 

range  

Support 100m transmission range 

Interface standard IEEE 802.3iȁ802.3uȁ802.3ab 

2.  Ethernet electrical interface (RJ45 connector) 

By using of the 5 categories or above 5 categories twisted pair cable to connect Ethernet, UTM2000 

series Ethernet switch interfaces (10/100/1000M) adopt RJ45 connector and support MDI/MDIX 

autosensing. When you use the interfaces, please adopt 5 categories twisted pair cable and RJ45 

connecter to make network cable. 
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Figure1-16  RJ45 pinout diagram 

3. Ethernet cable 

Ethernet electric interface adopt 5 categories twisted pair cable to connect Ethernet, as shown in 

Figure1-14. 

 

Figure1-17 Ethernet cable diagram  

For different usage, Ethernet twisted pair cables can be divided into straight-through and crossover 

cables: 

Standard cable: is also called straight-through cable. The sequences of the twisted pairs crimped in the 

RJ-45 connectors at both ends are the same. It connects a terminal device (PC or router) to a HUB or 

LAN Switch. A standard cable is provided for you along with the device. 

Crossover cable: The sequences of the twisted pairs crimped in the RJ-45 connectors at both ends are 

different. It connects a terminal device (PC or router) to another terminal device. You make crossover 

cables by yourself. 

 

1.4.3  SFP interface 

1. Attributes of the GbE optical interface  

Table1-3 Attributes of the GbE optical interface 

 Attribute  Description 

Connector SFP/LC 

Interface standard  802.3u&802.3ab 
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 Attribute  Description 

 

Transmitter optical 

power 

 

Type 

Multi-mode  

short-haul 

(850 nm) 

Multi-mode  

short-haul 

 (850 nm) 

Single 

mode 

short-haul 

(1310 nm) 

Single 

mode 

short-haul 

(1310 nm) 

Single mode 

short-haul  

(1310 nm) 

Min -9.5dBm -9dBm -2dBm -4dBm -4dBm 

Max 0dBm -3dBm 5dBm 1dBm    2dBm             

Receiver sensitivity -17dBm -20dBm -23dBm -21dBm -22dBm 

Central wavelength 850nm 1310nm 1310nm 1550nm 1550nm 

Optical fiber 62.5/125ë

m 

multi-mode 

fiber 

9/125ëm  

single-mode 

fiber 

9/125ëm  

single-mode 

fiber 

9/125 ë m 

single-mode 

fiber 

9/125 ë m 

single-mode  

fiber 

Max transmission segment 0.55km 15km 40km 40km 80km 

Operating mode 1000Mbps  Full duplex 

 

2. Fiber connector 

A fiber connector (moveable joint) is a passive component that made optical channel removable 

connection passably. Fiber connectors are not only convenient for the optical system debugging and 

maintenance, but also made optical system converting more flexible. 

Following are several fiber connector types: 

 ̧ LC: A compact optical connector developed by Lucent 

 ̧ SC: A square optical connector  

 ̧ FC: A round optical connector with screw threads  

 ̧ ST: A round plug-in optical connector  

 ̧ MT-RJ: A square optical transceiver  

 

At present, Ethernet optical interface support LC and SC connector. 
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Figure1-2 LC connector diagram 

 

Figure1-3  SC connector diagram 

 

  Note: 

Before connecting an optical fiber, make sure that the connector and cable type match the hot swappable 

interface module. 

Before connecting a fiber, make sure that the optical power at the receivingend does not exceed the upper 

threshold of the optical receive power of the transceiver module. Otherwise, the transceiver module 

maybe damaged. 

 

3. Optical Fiber For Connecting Ethernet Optical Interface 

For 1000M Ethernet optical interface, you can use single-mode or multi-mode module fibre to connect 

Ethernet and you can choose corresponding optical fibre for the1000M Small Form-Factor Pluggable 

(for short 1G SFP), which is LC optical fibre connector, requiring you to use optical fibre with LC optical 

connector. All optical modules support hot plug, XFP optical module and with LC type optical fibre 

connector, as shown in Figure1-8 and Figure1-9. 

   

Figure1-9 Optical module diagram 
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1.5  Product Assembly 

1.5.1  Processor and Storage 

1. Processor 

Processor is sending and receiving data and business processing engine. 

2. Flash 

Flash is used to store the Conboot booting software when you start your switch. 

3. Internal memory 

Internal memory is used to store communication data for the system and CPU. 

4. Interfaces  

Console port 

UTM2000 series provides a RS232 asynchronous serial configuration port̂ Console w̃hich can be used 

to connect terminal computer to debug, configure, maintain and manage and load host software program 

for the system. 

 

Ethernet Interface 

Ethernet electric interface adopts 5 categories or above categories twisted-pair to connect Ethernet 

Console port 

 

(1) (2) (3) (4) (5) (6) (7) (8)

 

 (1) 10/100/1000M Ethernet electric interface (0)  (2) 10/100/1000M Ethernet electric interface (1) 

 (3) 10/100/1000M Ethernet electric interface (2)  (4) 10/100/1000M Ethernet electric interface (3) 

 (5) 10/100/1000M Ethernet electric interface (4)  (6) 10/100/1000M Ethernet electric interface (5) 

 (7) 10/100/1000M Ethernet electric interface (6)  (8) 10/100/1000M Ethernet electric interface (7) 
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Figure1-4 UTM2000-MA-N/UTM2000-ME-N/UTM2000-MS-N/UTM2000-CS-N ethernet interface 

(1) (2) (3) (4) (5) (6) (7) (8)

 

 (1) 1000M Ethernet optical interface(0)  (2) 1000M Ethernet optical interface(1) 

 (3) 10/100/1000M Ethernet electric interface (2)  (4) 10/100/1000M Ethernet electric interface (3) 

 (5) 10/100/1000M Ethernet electric interface (4) 
 (6) 10/100/1000M Ethernet electric interface  

(5) 

 (7) 10/100/1000M Ethernet electric interface (6)  (8) 10/100/1000M Ethernet electric interface (7) 

Figure1-5 UTM2000-GS-N/UTM2000-GM-N Ethernet interface 

 

UTM2000-CA-N

 

 (1) 10/100/1000M Ethernet electric interface (0)  (2) 10/100/1000M Ethernet electric interface (1) 

 (3) 10/100/1000M Ethernet electric interface (2)  (4) 10/100/1000M Ethernet electric interface (3) 

 (5) 10/100/1000M Ethernet electric interface (4)  (6) 10/100/1000M Ethernet electric interface (5) 

 (7) 10/100/1000M Ethernet electric interface (6)  (8) 1000M  Ethernet optical interface(7) 

(9) 1000M  Ethernet optical interface(8)  
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Figure1-6 UTM2000-CA-N Ethernet interface 

 

(1) (2) (3) (4) (5) (6) (7) (8) (9) (10) (11) (12) (13) (14)

 

 (1) 10/100/1000M Ethernet electric interface 

(1/0) 

 (2) 10/100/1000M Ethernet electric interface 

(1/1) 

 (3) 10/100/1000M Ethernet electric interface 

(1/2) 

 (4) 10/100/1000M Ethernet electric interface 

(1/3) 

 (5) 10/100/1000M Ethernet electric interface 

(1/4) 

 (6) 10/100/1000M Ethernet electric interface 

(1/5) 

 (7) 1000M Ethernet optical interface(1/6)  (8) 1000M Ethernet optical interface(1/7) 

 (9) 1000M Ethernet optical interface(1/8)  (10) 1000M Ethernet optical interface(1/9) 

 (11) 1000M Ethernet optical interface(1/10)  (12) 1000M Ethernet optical interface(1/11) 

 (13) 10/100/1000M Management Ethernet 

electric interface (0/0) 

 (14) 10/100/1000M Management Ethernet 

electric interface (0/1) 

Figure1-7 UTM2000-GA-N ethernet interface 

 

(1)

(2)

(3)

(4)

(5)

(6)

(7)

(8)

(9)

(10)

(11)

(12)

(13)

(14)

(15)

(16)

(17) (19)

(20)

(21)

(22)

(23)

(18) (24)

(27)

(28)(25) (26)

 

(1) 10/100/1000M Ethernet electric interface 

(1/0) 

(2) 10/100/1000M Ethernet electric interface 

(1/1) 

(3) 10/100/1000M Ethernet electric interface 

(1/2) 

(4) 10/100/1000M Ethernet electric interface 

(1/3) 
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(5) 10/100/1000M Ethernet electric interface 

(1/4) 

(6) 10/100/1000M Ethernet electric interface 

(1/5) 

(7) 10/100/1000M Ethernet electric interface 

(1/6) 

(8) 10/100/1000M Ethernet electric interface 

(1/7) 

(9) 10/100/1000M Ethernet electric interface 

(1/8) 

(10) 10/100/1000M Ethernet electric interface 

(1/9) 

(11) 10/100/1000M Ethernet electric interface 

(1/10) 

(12) 10/100/1000M Ethernet electric interface 

(1/11) 

(13) 1000M Ethernet optical interface(1/12) (14) 1000M Ethernet optical interface(1/13) 

(15) 1000M Ethernet optical interface(1/14) (16) 1000M Ethernet optical interface(1/15) 

(17) 1000M Ethernet optical interface(1/16) (18) 1000M Ethernet optical interface(1/17) 

(19) 1000M Ethernet optical interface(1/18) (20) 1000M Ethernet optical interface(1/19) 

(21) 1000M Ethernet optical interface(1/20) (22) 1000M Ethernet optical interface(1/21) 

(23) 1000M Ethernet optical interface(1/22) (24) 1000M Ethernet optical interface(1/23) 

(25) 10000M Ethernet optical interface(1/24) (26) 10000M Ethernet optical interface(1/25) 

(27) 10/100/1000M Ethernet electric interface 

(0/0) 

(28) 10/100/1000M Ethernet electric interface 

(0/1) 

Figure1-8 UTM2000-GE-N/UTM2000-TS-N ethernet interface 

5. USB port  

On the UTM2000 device, the USB port working as Host mode, which is used to connect with the device. 
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Chapter2Installation for Preparation 

To avoid possible bodily injury and equipment damage, read all safety recommendations carefully before 

installation. Note that the recommendations do not cover every possible hazardous condition 

2.1  General Safety Recommendations 

ü Power off your switch before move it. 

ü Place the switch to the dry and ventilation place. Any liquid do not enter into the switch. 

ü Keep the switch clean. 

ü Clear accumulations on the switch. 

ü Only trained and qualified personnel are allowed to install or service the device. 

2.2  Examining the Installation Site 

The switches must be used indoors. To ensure normal operation and long service life of your switch, the 

installation site must meet the requirements in this section. 

ü Ensure that there is enough space for heat dissipation around the switch. 

ü Ensure that the equipment cabinet and work bench has good ventilation and heat dissipation system. 

ü Ensure that the equipment cabinet and work bench fastness enough, which can support device and 

installation accessory  

ü Ensure that the equipment cabinet and work bench well connected ground. 

 

To ensure your switch normally work and the working life extended, installation site should meet 

following requirement. 

2.2.1  Temperature and Humidity Requirement 

The equipment room must maintain adequate temperature and humidity so that it can ensure the device 

working normally and extend service life. Long-lasting high humidity is prone to cause bad insulation 

and even electricity creepage. Sometimes the mechanical performance changes of materials, the rustiness 

and corrosion of some metal parts are also likely to occur. If the relative humidity is too low, the captive 

screws can become loose due to insulation washer contraction. Meanwhile, the static is likely produced 

in the dry environments, jeopardizing the CMOS circuit of the product. The higher the temperature is, the 

greater the damage to your device. Long-lasting high temperature can speed up the aging of the insulation 

materials, greatly lower the device reliability, and hence significantly shorten its service life. 

 

0 describes the requirement for the equipment room temperature and humidity. 
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Temperature/humidity requirement 

 Temperature   Relative Humidity 

5Ņ͘40Ņ 20%͘80%̂non- condensatioñ 

2.2.2  Cleanliness 

Dust is a hazard to the operating safety of your device. The dust accumulated on the chassis can cause 

electrostatic adsorption, one of the sources that cause the poor contact of connectors or metal contact 

points. This not only shortens the service life of your device but also causes communications failures. 

When the indoor relative humidity is low, electrostatic adsorption is more likely to happen.  

The equipment room must be free of explosion hazards and the electric and magnetic conductible dust as 

well. The contents of the dust must be limited to the values shown in Table 2-2. 

Dust limit in the equipment room 

 Substance    Unit    Content  

Dust Particles/m³ Ů  3 X 10 

4(No visible dust on the  

table top for three days) 

Note: Diameter of a dust particle ů  5 ëm 

 

Besides the dust, there are rigorous limits on the harmful gases that can accelerate the erosion and aging 

of metals, such as salts, acids, and sulfides. Equipment room should prevent from harmful gases such as 

SO2ȁH2SȁNH3ȁCl2, as shown in 0. 

Limit of harmful gases in the equipment room 

 Gas  Maximum (mg/m3) 

SO2 0.2 

H2S 0.006 

NH3 0.05 

Cl2 0.01 

 

2.2.3  ESD Requirement 

Although the switch is designed to be electrostatic discharge (ESD) preventive, the card circuits and even 

the device can be badly damaged when excessive static electricity is present. To get much better ESD 

effect, you should: 
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ü Connect your device to the earth ground properly.  

ü Keep the equipment room as clean as possible.  

ü Maintain adequate temperature and humidity.  

ü Wear an ESD-preventive wrist strap and clothes when handling the circuit board. 

2.2.4  Anti-interference Requirement 

All interference sources, wherever they are from, impact the switch negatively in the conducted emission 

patterns of capacitance coupling, inductance coupling, electromagnetic wave radiation, and common 

impedance (including the grounding system) coupling. To resist the interference, make sure to: 

ü The alternating power supply system is TN system. Adopt single-phase three wire socket with 

protection ground wire to filter electricity power interference by the device filter circuit. 

ü Keep the device far from strong the power radio launchers, radar launchers, and high frequency and 

high-current equipment.  

ü Use electromagnetic shielding when necessary, such as you can use shielded cable 

ü Require you using interface cable indoors, not use it outdoors, to prevent overvoltage and over 

electricity damaging the device by thunder. 

2.2.5  Lightning Protection 

Although the switch is designed to be lightning resistant, your device can get damaged when excessive 

lightning is present. To protect your device against lightning,   

ü Ensure the chassis is connected to the earth ground.  

ü Ensure the ground point of the power socket is well connected to the earth ground.  

ü Add a lightning arrester onto the front end of the power input to better protect the power supply 

from lightning strikes. 

2.2.6  Grounding Requirement 

Using a good grounding system to protect your switch against lightning shocks, interferences, and ESD is 

essential to the operating reliability of your switch. 

2.2.7  Wiring Cable Requirement 

Cables connect the device should be indoors, not wiring outdoors. When you wiring indoors, you should 

pay attention to the followings: 

ü Do not wiring cables in working area, so that it can avoid the cables to be damaged or dropped from 

ceiling. 

ü When you wiring cables, the cables should be straight, not curved, or not twined. 
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ü You should bundle the cables if there are too many cables and according to different types to bundle 

the cables (such as power line, interface wire, ground wire)  

ü The cables should be labeled for your troubleshoot or dismount the device. 

2.3  Laser Safety 

Do not stare into any optical port or view directly with non-attenuating optical instruments when the 

switch has power. The laser light emitted from the optical fiber may hurt your eyes. 

  Warning̔ 

 ̧ Never look into the optical ports that are connected to the laser. It can harm your eyes. 

 

2.4  Preparing Tools 

ü Flat-blade screwdriver 

ü Phillips Screwdriver 

ü ESD-preventive wrist strap 

  Note: 

 ̧ These tools are not shipped with the firewa ll, so you need to prepare them yourself 
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Chapter3 Device Installation 

3.1  Installation Preparation 

You have read Chapter 2   “Preparation for Installation” carefully. 

The requirements in Chapter 2 are satisfied 

Before install you should power off your device. 
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3.2  Installation Procedure 
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No

Connect ground wire

Connect the switch to a 

configuration terminal 

Verify the installation

Power-on your switch Toubleshooting

Normal̙

Connect the power cord

Verify the installation

End

Start

Power-off the switch

Install switch to a 19-inch 

rack

Mount the switch on a 

workbench

Connect power cable

Yes

Install slot extension 

card

Yes

Install the required 

extension card

Working normally̙

Yes

Yes

No

No
Troubleshooting
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Figure3-1 Switch installation procedure 

3.3  Mounting the Switch to a Specific Site 

Adopt the following method to the install your switch: 

Install your switch to the working bench 

Install your switch to the 19 inch equipment cabinet 

3.3.1  Mounting Switch on Workbench 

If a standard 19-inch rack is unavailable, you can place the switch on a clean workbench/tabletop. To 

prevent any damage, observe the following: 

ü Ensure the table is stable and well grounded. 

ü Reserve the clearance of 10 cm around the device for adequate ventilation. 

ü Do not place any heavy stuff on the device. 
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Figure3-2 Mounting device on the workbench 

3.3.2  Mounting Switch in a 19-inch Rack 

3.3.2.1 Mounting Ear 

 

Figure3-3 Mounting ear 

3.3.2.2 Mounting the Switch in a Rack 

 

Figure3-4 Mounting the device to a rack (To see the image clearly,  we only snapshot the device) 

3.3.2.3 Fastening the Switch 
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Figure3-5 Fasten the switch 

3.4  Connecting Grounding Wires 

!   Caution̔ 

When installing or using your switch, properly connect the grounding wire for lightning protection and 

anti-interference.   

The grounding resistance must be smaller than 5 ohm. 

 

Generally, the equipment cabinet provides a row of grounding bar and equipment room also provide 

grounding row, which allow you to connect the switch grounding wire to the equipment cabinet 

grounding bar or to grounding row. 

(1)
(2̃

̂3̃
(4)
(5̃

 

(1) Grounding hole (2) Grounding sign  

(3) OT terminal  (4)  Grouding cable  

(5) Grouding screw  

 

Figure3-6 Diagram for connecting grounding wire 

Connecting grounding cable method: 

Remove the grounding screw on the rear panel of the switch.  

Attach the OT terminal on the grounding cable to the grounding screw on the chassis. 

Fasten the grounding screw, which is attached with the OT terminal of the grounding cable, into the 

grounding screw hole with a screwdriver. 

Connect the other end of the cable to the ground. 
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(1) (2)

(3)
(4)

(5)

 

 

To connect the ground cable, you should strip the ground wire insulation rubber about 15mm and hook 

the wire on a grounding pole clockwise and fasten the ground pole on the switch by hexagonal screw. 

You can ground the wire on the floor if you don’t have ground row. 

 

(1) Hexagonal screw (2) Grouding cable  

(3) Metal wire of the ground cable which stripped 

insulation rubber 
(4) Grouding pole 

(5) Grouding row  

Figure3-7 Connecting ground cable to the ground row 

 

3.5  Connecting Interface Cable 

3.5.1  Connecting Configuration Port Cable 

Allows you to configure the switch through RS232 asynchronous serial configuration port̂Consolẽ, 

which connect to terminal PC serial port through configuration cable. 

Plug the DB-9 female connector of the console cable to the serial port of the PC. 

Plug the RJ-45 connector of the console cable to the console port of the switch. 

!   Caution̔ 

The serial ports on PCs do not support hot swapping. If the switch device has been powered on, always 

connect the console cable to the PC before connecting it to the switch, and when you connect PC to the 

switch, you should connect DB9 terminal configuration cable to PC and then RJ45 terminal. And when 

you disconnect the cable, first disconnect the RJ45 terminal and then the DB9 terminal. 
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3.5.2  Connecting Ethernet Management Port 

The switch provides self-adaption network management port adopts 5-categories or above 5-categories 

twisted pair cable. You should be recommended to use shielding twisted pair cable to ensure 

electromagnetic compatibility. 

  Note̔  

The switch doesn’t provide any twisted pair cable. Prepare it yourself. 

Connect network management port to the terminal computer netword card, you must use crossover 

twisted pair cable.  

 

3.5.3  Connecting Service Port 

Shielding twisted pair cable ensure electromagnetic compatibility and the service port supports automatic 

identify crossover or straight through twisted pair cable. 

3.6  Connecting Power Cable 

3.6.1  Connecting Alternating Power Cable 

Switch off your switch power 

Connect one end of the power cable to the switch rear panel power interface, the other end to the power 

socket, as shown in Figure 3-8. 

 

Figure3-8 Diagram for the power cord connection 

3.6.2  Connecting Redundancy Power Cable 

̂1̃ ̂2̃ ̂3̃

 

(1) Power positive (+) (2) Power NC 
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(3) Power negative (-)  

The input power of the switch is direct current 12V.  Lead foot of the device as shown in the above image. 

Please connect the attaching plug according to all lead foot. 

Note̔ 

Before power on your switch, you should connect your switch to the ground and well connect ground and 

wiring the cables separately will benefit for the anti-interference, so that it can ensure the device working 

normally. 

Verify the voltage value and pin before you connect power on the switch avoid mistake. 

3.7  Verify the Installation 

ü The ground wire is securely connected.  

ü Both of the console cable and power cord are correctly connected.  

ü All the interface cables are routed indoors. If there are cables outdoors, check that the socket strip 

with lightning protection and lightning arresters for network ports have been correctly connected



 
DPtech UTM2000 Series Unified Threaten Management 

Installation Manual 
 

 

Chapter 4 Starting up the Switch and Upgrading Software 4-1 

 

 

 

Chapter4 Starting up the Switch and Upgrading 

Software 

4.1  Starting up the Switch at the Initial Boot 

4.1.1  Setting up a Configuration Environment 

4.1.1.1 Connecting the Switch to the Terminal PC 

Connect the RJ-45 connector of the console cable to the console port on the switch, and connect the DB-9 

female connector of the console cable to the serial port on the PC that is used for configuring the switch, 

as shown in Figure4-1. 

 

Figure4-1 Network diagram for configuring the device initial boot through console port 

4.1.1.2 Setting Terminal Parameters 

You should run HyperTerminal program on the terminal PC when you can configure the terminal PC. 

Follow these steps to set terminal parameters on the PC (running Windows XP for example): 

The HyperTerminal window displays the Connection Description dialog box, as shown in Figure 4-2. 
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Figure4-2 Setting up a new connection 

Enter the name of the new connection in the Name field and click <OK>. The dialog box, as shown in 

Figure 4-3 displays.  Select the serial port to be used from the Connect Using dropdown menu. The serial 

port must be the same port connected by the console cable. 

 

Figure4-3 Setting the connection port 

Setting the connection port 

Click <OK>. The Port Settings tab, shown in Figure 4-4, appears and you can set serial port parameters. 

Set the following parameters: 
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Configure serial port properties  

 Properties  Value 

Baud rate 9600 bps (the default) 

Data bits  8 

Parity check  None 

Stop bits 1 

Flow control  None 

 

  Note̔ 

 ̧ To restore the default settings, click Restore Defaults . 

 

 

Figure4-4 Setting communications parameters 

Click <OK>. The HyperTerminal dialogue box appears. 
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Figure4-5 Hyper Terminal 

Select File/Properties/Settings. In the Properties dialog box, select the Settings tab, as shown in Figure 

4-6. Select VT100 or Auto detect in the Emulation dropdown menu. Click <OK>. 
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Figure4-6 Settings tab 

4.1.2  Booting the Switch 

4.1.2.1 Verifying Installation before Power-up 

Before powering up the switch, check that: 

Both the power cord and the grounding wire are correctly connected.  

Proper power supply is used.  

The console terminal has been started and the related parameters have been set on it. 

!   Caution̔ 

Before powering up the switch, please verify the power switch position of the switch. When danger 

happens you can power off the switch.  

4.1.2.2 Powering up the Switch 

Powering up the switch 

4.1.2.3 Verifying Installation before Power-up 

Method: start up your device, and then you can hear fans whirling, put your hand near the ventilation hole, 

you can feel air intake and exhaust from the ventilation hole.  

ü Verify the indicator on the front panel display normally. 

Method: start up your device, verify whether the indicator light display normally. 
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ü Verify whether terminal PC display normally. 

Method: start up your device and on the terminal PC you can view the device initialization information. 

Enter password at the command line and then you can configure <DPtech> command line. 

4.1.3  Starting Procedure  

Power up your device, you can view the initialization information on the terminal PC display. And then 

enter system password. If you enter correct password, you can enter into the command line interface. 

 ̧   Note̔ 

 ̧ Please refer to the device initialization information if the following information is different. 

 

DPtech UTM2000 series device initialization information̔ 

System start booting... 

Booting Basic ConBoot.... 

********************************************************* 

*                                                       * 

*               ConBoot, basic Version 3.2              * 

*                                                       * 

********************************************************* 

Press Ctrl+E to enter Basic boot menu... 

Initializing PCI. [normal] 

PCI[0]: Initializing host 

PCI[0] bus 0 slot 0/0: Broadcom product 0x5300 (host bridge, rev 0x01) 

PCI[0] bus 0 slot 0/1: Broadcom product 0x0000 (host bridge, rev 0x01) 

PCI[1]: Disabled 

Robo Management on SPI channel 0 

Robo device id is 0x0 

boot extend... 

********************************************************* 

*                                                       * 

*               ConBoot, extend Version 3.2.0           * 

*                                                       * 

********************************************************* 

Compiled Date:  Thu, 19 May 2011 14:28:22 +0800 

extend main start at 0x879541b4 

CPLD Version :0.01 2011-4-20 

PCB Version :A 

CPLD init successfully! 
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ST Serial flash at 0xbfc00000 size 4096KB! 

g_socreg_baseaddr : b8000000 

Cann't checkout nand!incorrect device: nand0 

RTC init Sucessfully! 

do_elelabel=0x87968e34 

Press Ctrl+B to enter extend boot menu... 

conplat will boot in  0 

Loading main file: vmlinux 

Loading failed,don't set main file 

Loading backup file: backup.bin 

error in boot conplat,system will back to extend menu 

please enter the password: 

Password: 

 ̧   Note̔ 

 ̧ By default, the syetem password is DPTECH. 

4.2  Default Login Method for Web 

UTM device support Web management function, the default IP address of network management 

interface 0 is: 192.168.0.1.Administrator can use web interface to manage and maintain the UTM device.  

(1) Open your IE browser, type the login information. 

On a reachable Web management terminal or PC, open an IE Brower. Entering the http:// 192.168.0.1 in 

the address bar, you can view the Web management interface. And then enter system default username 

and password, admin, click <Login> button to enter into the Web management interface.  
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Figure4-7 Web management interface 

 

 ̧ !   Caution̔ 

 ̧ You should not login to the web management interface by using of http or https protocol on the same 

PC. 

 

After first time you login to the web management interface, modify the default login password. 
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Chapter5 Maintenance and Troubleshooting 

5.1  Dealing with Power System Failures 

ü Trouble phenomenon 

PWR LED on the front panel isn’t on. 

ü Troubleshooting 

You can know whether the power system has failed by reading the PWR LED on the front panel. If the 

power system is operating normally, the PWR LED is ON. If not, check that: 

(1) Verify whether power plug is well connected.  

(2) Verify whether the power supply is on. 

(3) Verify whether power supply in equipment room is on. 

(4) Verify whether the power wire is correct. 

(5) Verify the power supply voltage correspond to the switch. 

 ̧ !   Caution̔ 

 ̧ Do not hot-plug power wire. 

 ̧ Exam the above steps, if power indicator light is still not on, please contact sale agent to solve the 

problem.  

5.2  Device Troubleshooting 

After you power on the switch, if the switch operates properly, the startup information appears on the 

console terminal. If the console terminal displays nothing or garbled characters, use the following 

methods to troubleshoot the switch. 

5.2.1  No display on the terminal 

ü Trouble phenomenon 

See no information display on the terminal PC if you power-up your switch. 

ü Troubleshooting 

Please exam the following first: 

ü Exam your power system works normally. 

ü Verify the console port cable is well connected. 



 
DPtech UTM2000 Series Unified Threaten Management 

Installation Manual 
 

 

Chapter 4 Starting up the Switch and Upgrading Software 5-10 

 

 

 

If no problem is found, examine the console cable  or terminal PC(HyperTerminal) settings:  please exam 

the followings: Bits per second is 9600,  Data bits  is 8 ,  Parity is None,  Stop bits  is 1 ,  Flow control is 

None, and  Terminal Emulation is VT100. If your configuration is not same with the above parameters, 

reconfigure the configuration 

5.2.2  Garbled characters on the terminal 

ü Trouble phenomenon 

See the garbled characters on the terminal PC if you power-up your switch.  

ü Trouble shooting  

Verify the terminal(HyperTerminal) parameter settings: Bits per second is 9600,  Data bits  is 8 ,  Parity is 

None,  Stop bits  is 1 ,  Flow control is None, and  Terminal Emulation is VT100 . If your configuration is 

not same with the above parameters, reconfigure the configuration. 
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